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Observation

The Boolean function f used in Lake is not invertible



IAIK Krypto Group

    A (Second) Preimage Attack on the GOST Hash Function 3

Collision in 1 round

Since the function f is not invertible, we can find 2 message
words mk* and mk such that for both messages the output
of f is equal

Once, we have found a collision for f we have also a found
collision for Lake reduced to 1 round
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A Variant of Lake

 If we use the same constant in each round then we can
easily construct collisions for Lake.

Example Ci = C0 (for i=1,…,15)
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The Lake hash function

A different constant is used in each round

Hence constructing a collision gets more complicated
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Collision for 3 rounds

Actual colliding message pair for 3 rounds of Lake
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Extending the attack to more rounds

Problem: We have to find collisions in f for 4 different
constants

We found only characteristics with very low probability

Example:


probability 2-47 for each round
4 rounds => 2-188

By using message modification this can be improved to 2-109
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Summary

We show that the non-bijectiveness of the function f can be
used to construct collisions for round reduced Lake

We show a actual colliding message pair for 3 rounds of
the hash function

We present an attack on 4 rounds with a complexity of 2109.

We expect that the attack can be extended to 5 rounds by
using advanced message modification techniques


